3ATBEP/[)KEHO:

Haka3oM BUKOHaBYOro AMpPEKTOpa
BJIATOJIMHOT OPIAHI3ALIIT
«BJIATOJIIMHUN ®OH/1 «KYJILTYPHI
AP ATH» Ne 13 Bin 01.12.2025 poky

/ Mapis CKBOPLIOBA /

MOJIITUKA KOH®IIEHIIHHOCTI TA

3AXUCTY NEPCOHAJIBHUX JTAHUX

_ BJATOJIMHA OPTAHI3ALIS ¥
«BJIATOAIMHUN ®OHJ «KYJIBTYPHI CUJIU YKPATHW»
(ko €JIPTIOY: 45105021)

m. KuiB — 2025 pik



3MICT

LA TA T ANRRATIEN i eniiaii b s e 3
ORI IR T bt R T e 3
3. BUHTTOBIAAJNDBHI OCOBH TA COEPA JACTOCYBAHHI ..............coocvennnniennnniney 4
4. KOH®IJIEHIIMHICTD, 3BEPEXXEHHSA TA 3AXWUCT IHOOPMALIIL ®OHAY. ..5
5. BA3U I[TEPCOHAJIBHUX IAHUX BJIACHUKOM, AKUX € ®OH/.................... 7
6. OBMEXXEHMI JJOCTVII IO ITEPCOHAJIBHUX JAHUX .......ovoveevreeiesceceinne. 8
7. IIOPAJOK OBPOBJIEHHA ITEPCOHAJIBHUX JAHUX ........ooeviveeieeecireeeeen, 10
ATt U SR R RS SOt MBS R S T iy SRS et N B i ) 12



1. META 1 3ABJJAHHS

1.1.  Ils momiTMKa BCTAHOBIIIOE BUMOTH Ta Mpolexypu 300py, 0OpoOku Ta
3aXMCTy MNEpPCOHANbHMX JaHuX OeHediniapiB, a Takox 30epexeHHs iHpopMmarlii,
3axucTy iHpopMauii Ha myOaiuHuX pecypcax Onaroziiinoro Gouny "KynsTypHi cuin -
VYkpainu" (Hapani - "®ouna").

S MeTor MOJIITHKH €

1.2.1 3abe3neunTH BiAMOBIAHOCTI AisiTbHOCTI POHAY 3aKOHOJABCTBY YKpaiHH
Ta BUMOraM 3arajibHOr0 perjiaMeHTy npo 3axuct nepcoHanbHux Aanux (GDPR) mono
360py, 0OpoOKM Ta 30epiraHHs NepcoHANbHMX JaHMX OeHediliapiB Ta uneHiB
Komanau ®@onny.

1.2.2 3abe3nmeuynTd MexaHi3MH Ta MPOLEAYPH 3aXUCTy Ta KOHQiZeHUIHHOCTI
360py, 06poOKH Ta 30epiraHHs NEepcOHATBLHUX JaHUX Ta iH(GopMallii mpo OeHediriapis
ta wieHiB Komangu ®@oHmy, a TakoX MiIBWINEHHS piBHA CBiIOMOCTI Ta
BianosiganeHocTi wieHiB Komanau @ounay y chepi inpopmaniiinoi Ge3nexu.

1.3 Bumoru 1poro moyioxeHHs cTOCyroThes K wieHiB Komanaun @onny, Tax i
Tpe/ICTABHUKIB Biaau abo yCTaHOB, sIKi 3/1iHCHIOIOTH MepeBipKy HisuibHOCTI DoHy.

2. OCHOBHI TIOHATTA

2.1. Ilepconanbni pgami - Oyzap-ska iHdopmalis, L0 CTOCYETbCA
inenTudikoBanoi ¢izuunoi ocodu ("cenedimiap", “Unen Komanau Ooumy”).

2.2. Komanaa ®ouay - ocodu, 3axydeHi 10 peasi3ailii MPOEKTIB Ta Iporpam
@oHy, B TOMY 4YHUCIi MpaliBHUKHA, THMYACOBO 3aly4eHi OCOOW, BHUKOHABII 3a
IIUBUIbHO-NIPABOBUMH JI0rOBOPAMH TOLIIO.

2.3. benediniap - 1ne ocoba, sika OGe3nocepeqHbO OTPUMYE TOBapu abo
Nociyru B Mexax nporpam @onay. /1o oci0, BU3HaYE€HUX UM TEPMIHOM, BiTHOCATHCS
Bpa3/MBi Ta MOCTpaXkJaaji rpynu HacelleHHs, 0COOIMBO IiTH, BKIHOYAOUYU ODKEHIIIB,
BHYTPIIIHBO NEepeMillleHuX 0ci0 Ta IHIIUX Bpa3IMBHX 0Ci0, a TAK0X 4IEHIB rpoMa,
K1 IX IPUUMAIOTh.

2.4. OOpoOka mepcoHaJIbHHX JAaHHX - OyJb-sika omnepalis abo CyKynHICTh
onepaiiiii, 34ifiCHEHUX 3 TEpPCOHATBPHWUMH MaHMMH, BKJIIOYArO4HM 30ip, 3armmuc,
opraHizaumito, 30epexeHHs, aJjamnTaiilo, 3MiHy, BHTSr, KOHCYJIbTYBaHHS,
BUKOPHCTaHHs, Mepenady, MOMIMpeHHs, 00'enqHaHHS, OJOKyBaHHs, BUIaJIeHHs abo
3HUILEHHS, TOILO.

2.5. ba3a nepcoHalbHHX [JaHHMX - OpraHi3oBaHa CTPYKTypa, IO MICTHUTh
nepcoHanbHi qaHi 6eHediniapiB Ta 3ade3neuye iX CHCTEMaTH3allil0 Ta AOCTYII 10 HUX.

2.6. BaacHuk 0a3u nepcoHabHHX AaHHX - QOHI, KUl BONOIE Ta Kepye
0a3010 nepcoHanbHUX JaHUX OeHedimiapis Ta uwieHiB Konanaun ®oHy BU3HAYEHOKO Y
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[IbOMY TIOJIO’KEHHI.

2.7. Cy0'ekT nepcoHaJbHHX JaHHX - (i3uyHa ocoba, A0 SAKOI HaleXaTh
NepcoHaNbHI JaHi Ta sKka ieHTHQikoBaHa abo Moke OyTH imeHTH(dikoBaHa 3a
JIOTIOMOTOF0 TaKHX JaHUX.

2.8. 3roga cy0'ekTa mepcoHANbHHX JaHHX - Oy/ab-siKe IOKYMEHTOBaHE,
30KpeMa ITHChbMOBE, NOOPOBiIbHE BOJIEBUSBICHHS (i3UYHOT 0COOM LIO0 HATaHHS
J103BOJIy Ha 00pOOKy ii MepCcOHANbHUX AAHUX BiANOBIAHO A0 CHOPMYIHLOBAHOI METH
iX 00poOKH;

2.9. 3Heoco0/ieHHSl MePCOHAJBLHHX AAHHX - BWIYYEHHS BiJOMOCTEH, sKi
JAI0Th 3MOTY iIeHTH(DIKYBaTH 0COOY.

2.10. 30epiranns indopmauii - 3a0e3neveHHs HAJIGKHOTO CTaHy iHpopMaIlii
Ta 1l MaTepiaTbHUX HOCIiB

2.11. Koundinenuifinicts indopmauii - BractuBicts iHdopmallii, ska mosisrae
B TOMY, 110 iH(opmallist He MOXKe OyTH OTpMaHa HeaBTOPHU30BAaHHUM KOPUCTyBadeM i
(ab0) mpouecom. I[Hdpopmanis 30epirae KoH(}IAEHUIHHICTb, SAKIO TOTPHMYIOTHCS
BCTAHOBJICHI IPaBUJIa O3HAMOMIIEHHS 3 HEIO.

3. BIAITOBIAAJIBHI OCOBHU TA C®EPA 3ACTOCYBAHHSI

3.1 Jlana noniTuka nomwuproeTses Ha Bco Komanny @onny, BKIrOYawdu ocio 3
MOBHOK TPYAOBOK 3alHATICTIO, HEMOBHOIO 3aifHATICTIO a00 THUMYacOBHX
NpaliBHUKIB, BCIX MiJpSJHHUKIB, 3aMOBHHUKIB, MAPTHEPCHKUX OpraHizaiiii, 110
cmiBnpamiolote 3 DoHAZOM B mpoleci peajizailii MPOEKTIB YW oOpraHizamiifHOT
HISTTBHOCTI, YCiX, XTO HaJa€ IOCIYTH 3a IOrOBOPOM Ta ONOCEPEeIKOBaHO Ha
OeHediuiapiB Ta iHIII CTOPOHH, Ki € y4aCHHKaMHU (iHAHCOBHUX YH IHIIMX BiTHOCHH i3
DOHI0M, KOXKEH 3 KOTPUX MAIOTh MPABO Ha 3aXHUCT.

& B BuxonaBumii gupektop ®oHmy npuiiMae cTpareridyHe pillleHHS MO0
360py, 06pobku, 30epiranHs Ta nepenavi NepCOHAIbHUX JaHKX, KOHQIIEHIIHHOCTI Ta
3axuCTy iHhOopMaLiiiHOT Oe3meKn.

3.3.  KepiBHuk Bingity iHGopMalifHHX CHCTEM Ta TEXHOJIOTII BiAMOBiAaEe 3a
3a0e3MeyeHHs] BUKOHAHHS Li€l MOJITHKH IIOAO Oe3MeYHOro Ta IPaBHIBHOTO
30upanHsa, 30epiraHHs, o0OpoOKy Ta mepegadyy TMEpPCOHAIBHUX  JaHUX,
KOHQineHLiHHOCTI Ta iH(MopMauiiiHOI Oe3rmeku, BiAMOBiAI Ha 3alMTH, BKIKOYAIOYH
pO3poOKy Ta BIPOBAKEHHS MOJIITHK Ta Mpouexyp iHpopmaniiHoi Ge3nexu.

3.4. KepiBHuk Bigaury iH(pOpMamiiHUX CHCTEM Ta TEXHOJOrIl MOoXxe
IIpU3HAYATH WIEHIB KOMaHU CBOTO BiUILTY BiNIOBIAaIbHUMH 32 30epiranHs, 00poOKy
Ta Iepefaydy NepCOHAIbHUX JaHMX, KOHOiIeHUiHHOCTI Ta iHGopMmauiiiHOi Oe3nexu
Oo(OpMUBILIY Bi/ANOBIIHUN HaKa3.



3.5. Kepisuuk Bijainy iHpopMamifHAX CHCTEM Ta TEXHOJOrii BiANoOBijae 3a
o3HaiioMJIeHHS wieHiB KOMaHIM 3 Li€l0 MONITHKOI, a TAKOX BXHBAaTHME 3aXOMiB 3
nifBuIIeHHs 06i3Hanocti Komanau @oH 1y 1110/10 3HaHB 3aXUCTY Ta Oe3nexu B 06po0ii
Ta 30epiraHHi NepCOHaATLHUX AaHUX, KOH(ITeHIIHHOCTI Ta iHpoMaliiHOT Ge3meKH.

36 Bukonasuuii qupektop ®oHIy, KepiBHUKM HampsMiB, KOOPAHMHATOPH
nporpaM, IPOEKTHI MEHEKEPH, KEePIBHUKH (YHKIIOHAIBHHX BIAMiIIB, KEpIBHUKH
perionanbHuX odiciB DOHIY Ta MEHeIKep 3 MepCOHaly 3000B’A3YIOThCS BKHBATH
e(eKTHBHHX 3aXOiB 1110710 30upaHHs, 00poOKHU Ta 30epiraHHs NepPCOHAIbHUX NaHUX,
KOHQieHidHOCTI Ta He MOXYTh 0e3 THCHMOBOTO J03BOJIy KepiBHHMKA BiUILIy
iHpopmalifiHUX CHCTEeM Ta TEeXHONOTriii Ta  BUKOHaBuWii jaupextopa @omnuay
niepeaaBaTi MepCOHAJIbHI AaHi IHIIMX CTOPOHAM 3a X 3aIUTOM.

3.7.  BcraHOBJIEHHS MPOrpaMHOro 3a0e3NevueHHs, aHTUBIPYCHHX IPOrpam,
OHOBJICHHS OMNeEpalifHUX CHCTEM Ha BCiX MepexeBUX MpUCTposix y PoHJII BUKOHYE
BUK/IIOYHO CHCTEMHHUI aiMiHicTpaTop 3a TOrO/DKeHHS KepiBHHKa BiaalILy
iHbOopMAaIIHHUX CHCTEM Ta TEXHOJIOT1H.

3.8. Cucremuwmii aaMiHicTpaTop He mi3Himie HDX 1 pa3 Ha KBapral Mae
TIPOBOJIMTH TIEPEBIPKY OHOBJICHHSI ONEPALliHHUX CHCTEM, IPOrPaMHOr0 3a0e3MeUeHHs
nus 3a6e3reYeHHs MaKCUMAaIbHOTO piBHs Oe3nekn PoHIy, a TaKoX 3abe3nedyBaTH
3aXUCT MEPEXEBOro 3'€IHAHHS [UISXOM BHKOPUCTAHHS 3alIU(POBAHUX MPOTOKOIIIB,
(baepBOITiB Ta IHLINX TEXHOJIOT1H 3aXUCTY.

3.9. Ilpasninns @ouay 3abesmnedye HArasy Ta poOOUMil KOHTPOJIbL 0OPOOKH
nepcoHanbHuxX nanux oy, KoHOigeHIIHHOCTI Ta iHGopMaLiiiHOT 6e3neKH.

4. KOH®IAEHIINHICTD, 3BEPEKEHHS TA 3AXUCT IHOOPMAIIIT
®OHY.

4.1. Ynenam Komanaum Ha mouartky cBO€i pobotn y POoHII CTBOPIOETHCS
po6oua momra @onmy Ha jgomeni @culturalforces.org B Google Workspace
CHUCTEMHUM aJMiHICTPaTOPOM. !

4.2.  3amuT Ha CTBOpPEHHS poOOYOT MOLITH IJIi HOBOTO CHiBPOOITHHKA POOHUTH
daxisenb Bigainy mo poOoTi 3 MepcoHaNIoOM, CHCTEMHOMY aamiHicTpaTtopy PoHmy.

43. UYnen Komanmu ®oHay OTpUMYyE BiNOBiIHI IHCTPYKLii Ta AOCTYN MO
po6Gouoi momTH y nepuuii podounii neHb. [licist oTpuMaHHs KOPIOPATUBHOI IOIITH
MpaliBHUK MaTHMe MOCTYN 10 XMapHUX TexHonorid MOHAY TakKuX K IyIil-IUCK
®douay Ta iHIII, Je BUKOPUCTOBYETHCS MPUHIMIT HAMMEHIIOr0 MOXJIMBOIO JOCTYILY
(Least Privilege), 1e KO)XHOMY KOPHCTyBa4eBi HAAOTHCS TUILKH Ti IPUBLIET Ta piBEHb
JOCTYITy, SIKi HeOOXiIHi 11 BAKOHAHHS HOro 000B'A3KiB.

4.4. UneHu KOMaHI¥ BUKOPHCTOBYBATH aJipecy poOouoi eeKTPOHHOI IOIITH
AMUIe IS KOMYyHiKamii B paMKax BHKOHAHHS CBOIX OOOB’S3KiB, IOB'A3aHHX 3
NisTBHICTIO (OHTY.



4.5.  3abOpOoHSETHCS BUKOPUCTAHHS KOPIOPATHBHOI MOLITH Y BIACHUX LIJISX.

4.6. Jlna 3anobiraHs HecaHKIioHOBaHOro xoctymy k Google Workspace
BHKOPHUCTOBYEThCS IBodakTopHa aBTopusauis (MFA). Ipu HeoOXiaHoCTI mepenayi
KOH(QineHNUi#HOI iHopMalii eleKTPOHHOW MOIITOK, CJiJ BHKOPHCTOBYBATH
nBopiBHeBe MU(PYBaHHSA Ui 3abe3nedeHHs Oe3neKku mepenadi JaHUX 3TiIHO
HaJIalITyBaHb B €JIEKTPOHHOI MOIITH.

4.7.  Ynenu KomaHaum 3 MOMEHTY OTPHMaHHS poOOYOl €NEKTPOHHOI MOLITH
@oHIy NOBMHHI [JOTPUMYBaTHChb BHMOr 10 KOH(DigeHIiMHOCTI iH(pOpMaii,
PO3MOBCIO/DKEHHs KOI BHKOHYEThCS 4epe3 Med KaHal. BOHM He MOBHHHI
pO3roJjionlyBaTH KOHGiAeHUiHHY iHpopMalito TpeTiM ocobam 0e3 HaJeKHHUX J03BOJIIB
KepiBHUKA BiAALTy iHbOpManiitHux cucreM Ta Bukonapumii qupextopa @oHuy.

4.8. Ilicns npunuHeHHs chiBnpani 3 wieHom Komanna, oOmiKOBHI 3amuc
OJI0Ky€eThCs B [€Hb NPHUIUHEHHs CHiBrpani 3 wieHoM komanau PoHAy Ha 3amMT
(axisens BiaaiTy Mo poboTi 3 mepcoHaIOM, CHCTEMHHMM aaMiHicTpatopom Pouay Ta
uepes /1Ba THXKHI apXiBY€ThCSI CHCTEMHHUM aMiHICTPaTOpOM.

49. Ynenu xomanau @DoHIYy mNpuU OTpUMaHHI pPoOOYOro KoMI'roTepa
(HoyTOyKa, MaHIIeTa TOMO) MalOTh 3BEPHYTHCH JI0 CHCTEMHOTO aJMiHicTpaTopa s
HallAIITYBaHHS KOMII'IOTepa MeXaHi3MaMH aBTopH3alii Ta ayTeHTHQIKamii s
JOCTYIy 10 Mepexi (OHTy Ta BCTAaHOBJICHHS 3aXHCTY.

4.10. Jlns 3abe3neueHHs KoHQimeHUiHOCTI iH(poOpMalii Ha KOMII'KOTeEpi
NpOBOAUTECS WMGpPyBaHHS HOCis 3a nomomoror BitLocker. PesepBuumii kimrou
30epiraeTbcs y ocobuctoMy akayHTi Microsoft.

4.11. PerynspHe pesepBHe KOMiOBaHHS iH(pOpPMaLii NPOBOAUTHCS IS
3amobiranHst BTpari naHuX. Pe3sepBHi Komii 36epiraioThes B Oesnedynomy Micli,
BiJlaJIeHOMY BiJl OCHOBHOTO Micisi 30epiranns. Onun pa3s Ha 100y poOuThes Gekan
nanux cepsepiB 1C, IDP ta Codejig, pa3 B kBaptan Google disc.

4.12. Tlpu nybnikauii Oyap-skoi iHpopmanii Ha myOJiYHHX pecypcax,
HeoOXiZHO n0aTu mpo 30epekeHHs KOHQINEHLIHHOCTI IepPCOHANBHMX aHUX Ta
xoH}ineHi#HOI iHpopmanil Gonmy. 3a me BianmoBizae KepiBHMK Bimaity myOaidHOL
inpopmanii. Ile crocyerbest cropinok @oHmy B comianbHUX Mepexax (deicOyk,
TeJlerpamM-KaHajliB TOIO) Ta KOPIOPAaTUBHOTO CaiTy r2p.org.ua

4.13. Jloctyn o myOniuHUX pecypciB, e po3milryeTses iHdopMaris GpoHy,
OOMeXeHUH 1 AOCTYyNHHWI IuIle BiAMOBiJAJIBHUM Oco0aM, $Ki MalTh Ha 1€
noBHoBakKeHHs. KepiBHHK Bimainy myOniunoi iHdopmanii mepiogmvno mepeipse
CIIMCOK KOPHMCTYBauiB-aJMiHIB COLiaJbHMUX CTOPIHOK Ta IHIIHX CILUIBHUX PECYpCiB
(rpynu, KaHaJIH TOLIO).

4.14. byne-ska iHpopMmalis, sika craja Bioma wieHaMm Komaumu PoHmy, y
3B’5I3Ky 3 BUKOHAHHSM OOOB’S3KiB 3a JOroBopoM i3 MOHIOM, i PO3roOLIeHHs SKOT

MOJKe HaHeCTH Koxy Apyrii CTopoHi,
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€ KOMEPIIHHOIO TAEMHHUIIEIO i He MiUIArae pO3roJIOMEHHIO TPETIM 0cobam abo
onyOuiKyBaHHI0 6e3 monepeaHboi 3roJ Ha e iHIIOI CTOPOHH. 3a PO3roJOIIEeHHS
BKa3aHoi iH(opMallii BUHHA CTOPOHA HeCe BiANMOBINANBHICTB, Nependadyeny Nil0uuM
3aKOHO/IaBCTBOM YKpaiHH.

4.15. KondineHuiiiHoo BBaXaeThcs y TOMy 4mcii iHdOpMaIis, SKa cKiaxae
AificHy abo moTeHLilHy KOoMepuiiiHy uUiHHICTH 11 DOHIY Ta € HEBiIOMOIO TpeTiM
ocobaMm, i Mo BiTHOWIEHHIO 10 skoi MOHI BXKHUBAE 3aXONHM INONO OXOPOHHU ii
KoH(DineHLiHOCTI, a TakoX iHmIa iHdopMallis, sKa HE € KOMEpIiHHOK TaEMHHUIIEIO,
ajie BIIHOCHO sikoi PoHI0M OyI10 3asBIIEHO, 110 BOHA € KOH(IIEHIiHHOIO.

4.16. YneHu KOJEKTHBY 3000B’SI3yIOTbCS MPOTSATOM CTPOKY Iii JOroBOpy i3
@oHI0M Ta MPOTATOM JBOX POKiB IICIIs HOrO NMPUIUHEHHS HE PO3TOJIOIIYBATH Ta HE
pO3KpHMBaTH TpeTiM ocobam KoH}ineHUiliHy iHdopmalito, HanaHny iM DoHIOM, Ta He
BHKOPHUCTOBYBATH 11 3 OyIb-SIKOIO IHIIOK METOI, OKpiM Ti€l, Aus AKOi Taka
iHpopmanis Oyna Hagana @oHaOM, 06€3 OTPHMAaHHA TONEPEIHBOT MUCHMOBOI 3rOIX
@onnxy. @onx 3anMiuae 3a co0OK MpaBO y pasi HEOOXIIAHOCTI KOHTPOJIOBATH
BHKOPUCTaHHS 4IeHaMH KOMaHAM KOHQieHiiHOT iHpopMmalii Ta 1l 30epekeHHs.

4.17. UYnenu konektuBy Ta @DoHA 3000B’A3YIOTBCA AOTPHMYBaTHCH
KOH(IAEHIIHHOCTI NeperoBopiB, IHMCTYBaHHA Ta IHIIMX Jif, MOB’S3aHUX 3
JOTOBIPHUMHU YMOBAMH, Ta HE PO3rOJIOIIYBAaTH TaKy iH(popMaliio TpeTiM ocobam 6e3
NKMCHMOBOI 3r0/IH 1HILIOT CTOPOHH.

S. BA3U IIEPCOHAJIBHUX TIAHUX BJIACHUKOM, SIKUX € ®OH/]

| O6pobka nepcoHanbHUX AaHUX DOHAOM 3AIMCHIOETHCS I peastizalii
nporpam Tta npoekTiB @onny, 3axucty OenediniapiB Ta 4wieniB Komanau ®onay Ta
IHIIMX Iinell BU3HAYEHHWMH 3aKOHONABCTBOM YKpaiHM i BUMoraMm 3arajibHOTo
periaMeHTy npo 3aXucT nepcoHanbHuX Aanux (GDPR)

52 ITincraBamy BUHUKHEHHS MpaBa HA BUKOPUCTAHHS NE€PCOHATBLHUX JaHUX

e3ro/ia Cy0'eKTa NEPCOHATBHUX JaHWX HA 0OPOOKY HOro MepCOHANBHMX JaHUX
IIMCbMOBO YH 3a JOIIOMOI'0O €JIEKTPOHHUX 3ac00iB (JomaTok 1);

®/103Bi1 HA 0OpOOKY HepCOHANbHHUX NaHWX, HanaHui PoHAY BiANOBIAHO 10
3aKOHOJABCTBA YKpaiHM Ta BHUMOTaM 3arajlibHOro periaMeHTy Mpo 3aXHCT
nepcoHanbHuX JaHuX (GDPR) BukimouHo 11t 3MiiCHEHHS Or0 MOBHOBAXKEHb.

2.3 @onj Bonozie Ta 06pobisie HACTyMHI 6a3u MEPCOHATBHUX TaHUX:

5.3.1 baza nanux GenediumiapiB, sika MICTUTH OCHOBHY iH(pOpPMAaIilO HpPO
Oenediniapis GoHay, BKIIOYAIOUH iM'sl, Pi3BHIIE, KOHTAKTHI AaHi, iHpopMaliio mpo
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OTPUMYBaHY MIATPUMKY TOIIIO.

5.3.2 Merowo o00poOneHHss 0a3u NEpPCOHATBHUX HaHUX OeHediliapiB €
BUKOHAHHS BUMOTI 3aKOHOJIaBCTBA, peai3alii mpas, HagaHux @oH/Iy 3aKOHOIaBCTBOM
Ta 3a0e3nedyeHHs peanisalii MOJAaTKOBUX BiJHOCHH Ta BiJHOCHH Yy cdepax
OyXxrantepcbkoro o0JiKy, ayAuTy, TOIIO

53.3 ba3za nepcoHanbHMX MHaHWX WieHIB kKoMaHmu @Poumy. B 06asi
NIEpCOHAIBHUX JaHUX WieHiB Koman i @ony MicTuthes iHpopmaris npo [IpizBuine,
IM’s1, mo-0aTbKOBI, JaTy Ta Miclle HApOKEHHS, JAOMAIllHiIi Ta MOOLTbHHN TenedoH,
€JIEKTPOHHY aJipecy, Miclle peecTpallii, macmopTHiI AaHi, peecTpauiiiHuii Homep
001iKOBOT KapTKH IJIaTHUKA MOAATKiB, OCBITY, CIMEiHHIA CTaH, AiTei,

IPOMaJIsIHCTBO, HasiBHICTh 3aKOPJOHHOTO MAaclopTy, HasBHICTb Ta KaTEropito
BOJIMCHKMX TpaB, HAsBHICTb CyAUMOCTI, JiaHi Mo A0CBiA poboTH, Ta iHIII JaHi 3a
noTpedoro.

5.3.4  Mertor 00pobneHHs 6a3u NepCcOHANBHUAX JaHUX WieHIB KoManau QoHmy
€ BEJICHHs KaJ[pOBOro JILJTOBOJICTBA, ITiATOTOBKA BIAMOBIAHO 0 BUMOT 3aKOHOIABCTBA
Ta BHYTpILIHIX CTaHAApTIB Ta NOJMITHK DOHIY, CTATUCTHYHOI, aAMiHICTPAaTUBHOI Ta
iHIoi iHpopMalii 3 MUTaHb MEPCOHATY, a TAKOX BHYTPIIIHIX NOKyMeHTiB DoHIy 3
NUTaHb pealli3allil BU3HAUYE€HHUX 3aKOHOJABCTBOM 1 KOJIEKTUBHUM JIOrOBOPOM IpaB Ta
000B’s13KiB y cdepi TPy I0OBHX MPABOBITHOCHH 1 COIIaIbHOIO 3aXKCTY TOLIO.

5.4 Bonoxiroun 06a3or0 mnepcoHaNbHMX AaHWUX OeHedimiapiB Ta 4diIeHiB
koManu @onny, ®oHn 3000B'A3ye€Tbcsi BUKOPUCTOBYBATH 1 JaHl TUIBKH IS
BU3HAUYEHMX I[iJIeH, 3a3HAYEHUX y CTATyTi a0 IHIIMX MPaBOBHX JOKYMEHTax (OHIY, i
3TiHO 3 MPUHLIUTIAMU 3aKOHHOCTI, CIIPaBEAJIMBOCTI Ta MPO30POCTi.

8.3 ®onp He Oyne mepenaBaTu MepcoHaNbHI AaHi OeHediliapiB Ta 4ieHIB
xomanau Ponay TpetiM ocobam Oe3 HaJeXHUX MPABOBUX MIACTaB, TAKUX SIK 3roja
OeHediniapiB ab0 3aKOHHI BUMOTH BiJTIOBiTHHX OpPraHiB.

5.6 [Tepena4i nepcoHanbHUX JaHUX TPETiM 0cobam DoH pOOHTE BUKIIOYHO
3a Haka3oM BuxonaBumii nupextopa ®PoHAy Ta nmUCbMOBOKO 3ronor KepiBHuka
BiAALTY iHGOpMaLiHUX CUCTEM Ta TEXHOJIOTII.

5.7 [lincraBoro mepenayi mepcoHATBPHUX NaHWX Mae OyTH YKIaJeHa yroja
abo nmucpMoOBO 3adiKCcOBaHI iHINI MeXaHi3MH, [0 TapaHTYIOTh aAe€KBAaTHUU piBEHb
3aXMCTy LIUX JaHUX Ta 3a0e3NnedyyloTh JOTPUMaHHSI BUMOT 3aKOHOAABCTBA IPO 3aXHCT
NEPCOHAJIbHUX JaHUX YKpaiHH Ta BAMOraM 3arajbHOr0 perjaMeHTy IMpo 3aXHCT
nepcoHanbHuX ganux (GDPR).

6. OGMEKEHHI JIOCTYII 1O NEPCOHAJIBHUX JJAHUX

6.1 @onpn 3abe3neuye oOMeXeHHH JOCTYN A0 MNEPCOHATBHUX JaHUX
OenediniapiB Ta 4ieHiB komaHa PoHIY TibKH CNiBpOOITHUKAM Ta iHIIMM ocobaMm,

AKI MalOThb HEOOXINHHH NUCHMOBHH JO3BOJEHUH OOCTYN A0 TaKUX [OaHUX BiJ|
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BukonaBumuit nupexkropa ®@oHay Ta KepiBHHKa BiAALTy iHGOpPMALiHHUX CUCTEM Ta
TEXHOJIOT1I.

6.2 JlocTyn 10 mepcoHaANbHUX JaHWX HANAETHCS JIUIINE B MeXaX, HEOOXITHUX
JUIsl BAKOHAHHS BU3HAYEHHUX 3aB/IaHb Ta 00OB'SI3KIB B peai3allii MPOoEKTIB Ta Mporpam
DoHpy.

6.3 KepiBHuk Bigainty iHQOpMaLifHIX CHCTEM Ta TEXHOJOrIi po3podise Ta
OHOBJIIO€ HaBYaHHS Ta IHCTPYKTaX IOJ0 BUKOPUCTaHHSA Ta 0OpOOKH MmepCoHaTbHUX
TaHUX

6.4 ®oH[ 3a0e3nedye perysisipHe HaBUYaHHS Ta IHCTPYKTaX CBOTO MEPCOHAIY
II00 BUKOPUCTAaHHS Ta OOpOOKH NEPCOHAIBHUX MAaHUX BiAMOBIZHO JIO BHUMOT
3aKOHO/ABCTBa Ta MOJITHK (HOHAY He piame HiX | pa3 Ha miBpoky. BianosinanbHuii
3a TocTiiHe HaBYaHHS Ta TMiABHWINEHHs KkBamidikauii uieHiB komanau DoHOy €
KepiBHHK BiAiTy iHQOpMaIiiHUX CHCTEM Ta TEXHOJIOTII.

6.5 [lepconan ¢oHay, SKWH Mae OOCTYN OO TNEPCOHAIBHUX JaHUX
OenediniapiB Ta uneHiB komaHau DoHAY, 3000B'S3YETHCS IOTPUMYBATHUCS
KOH(Q1IeHIIIHHOCTI Ta BUKOHYBATH BCi HEOOXinHI 3axomm Oe3meku Ui 3axXHCTy LUX
HaHuX 3rifHo i€l [lomiTuku yKpaiHChbKOT0 3aKOHOAABCTBA Ta 3aralbHOTO PErJIaMeHTy
npo 3axuct nepconanbHux aanux (GDPR).

6.6 [IpaBa cy0'exTiB NepCOHAIBHUX JAHUX:

6.6.1 Cy0'exTH mnepcoHaTBPHUX MAHUX MAalOTh MPaBO HA 3aXUCT CBOIX
NEepCOHANIHUX JAaHUX Ta BUKOPUCTAHHSA iX BIAMOBIAHO JO 3aKOHOJABCTBA Ta IbOTO
MOJIOKEHHS.

6.6.2 Cy0'exTn mepcoHaTbHUX JAHWX MAIOTh HACTYIIHI MIpaBa:

a) IIpaBo Ha iHpopMmarito: Cy0'ekTH MEePCOHATBPHUX NaHUX MAIOTh MpPaBo OyTH
1HGOPMOBaHUMH TIPO Te, IO TXHI MepCcOHaNbHI JaHi 30HparoThCs Ta 00POOIAIOTHCS,
1111 00poOKH, KaTeropii OTpUMyBaviB JaHUX Ta IPABOBY IiICTaBY it OOPOOKH 3riHO
Honpatky 1.

6) [IpaBo Ha noctym: Cy0'eKTH nepcoHaIbHUX JaHUX MAlOTh NPaBO OTPHUMYBATH
JOCTYI 10 CBOIX MePCOHANBHUX JaHUX, 5IKi 30epiratoTbes B 6a3i NEpCOHATBHUX TaHUX
®oHy, 1| OTPUMYBATH KOMIii X JaHWX MOJABINH BIAMOBIAHHA MACEMOBUMN 3alUT Ha
KepiBHUKA BiALTy iHGOpPMALiHHUX CUCTEM Ta TEXHOJIOTII.

B) IIpaBo Ha BumnpaBneHHs: Cy0'eKTM NEepCOHANLHUX [aHUX MAalOTh IPaBO
BUMaraTy BUIPaBJIeHHS HENMPaBIMBUX a00 HEJOCTOBIPHUX MEPCOHAIBHUX TAHUX, AKi
CTOCYHOTBHCS 1X.

r) IIpaBo Ha Buny4eHnHs: Cy0'ekTu nepcoHaNbHUX JaHUX MAlOTh IPaBO BUMAraTH
BUJAJIEHHsI CBOIX MEPCOHAIBHUX HaHMUX 3 0a3u mepcoHalbHUX naHux PoHny y pasi,
KONH Ii JaHi Outblne He MOTPiOHI Ui BU3HAYEHUX el abo skmo obpodka iX
HE3aKOHHa.



1) IIpaBo Ha oOMexxeHHs 00poOKHU: Cy0'ekTH NEPCOHANIBHUX JJAHUX MAIOTh IIPABO
00MeKUTH 00pOOKY CBOIX MEPCOHATBHUX JaHUX Y TIEBHUX CHTYAIlisIX, 30KpeEMa, SKIIO0
00po0Ka € He3aKOHHOIO a00 Cy0'eKT MepCOHATBHUX JaHUX 3arepedye MpoTH 00pOOKH.

e) IIpaBo Ha nepenecenHs nanux: Cy0'eKTH MepCOHATIBHUX JaHUX MAIOTh MPaBO
OTpUMaTH CBOi NMepCOHabHi JaHi, AKi BOHM Hagamd (QOHIY, y CTPYKTYpPOBAaHOMY,
3BMYaliHO BUKOPUCTOBYBAaHOMY Ta MalTHHHOYMTAHOMY (hOpMaTi, a TAaKOXK NepeIaTH i
naHi, sKi BOHM Hajanu DoHLY, y CTPYKTYpPOBaHOMY, 3BUYaHO BUKOPHCTOBYBAHOMY
Ta MAallMHHOYMTAHOMY (QoOpMaTi, a TaKkoX MNepeldaTH ILi JaHi iHIIOMY BOJIOAAPIO
NEePCOHAIILHUX JaHUX Oe3 nepenikoau 3 6oky PoHay, Ko o0poOKa IPYHTY€ETbCS Ha
3rofii abo yKi1aJjeHoOMy JOTOBOpi Ta 3/1iHCHIOETHCS ABTOMAaTH30BAHUM CIIOCOOOM.

k) IIpaBo Ha BinknMKaHHS 3roau: Y pasi, KoJu 00poOKa MepCOHATBHUX AaHUX
3MiHCHIOETbCS HA MI/ICTaBi 3roJu Cy0'eKTa IaHKWX, CY0'€KT Ma€ MpaBo B Oy Ib-sIKHil Yac
BIZIKJIMKAQTH CBOIO 3rojy. BiKiIMKaHHS 3roAM He BIUIHBAE Ha 3aKOHHICTH OOpOOKH,
3MIHCHEHOT 10 BiIKJIIMKAHHS 3TOJIH.

3) IIpaBo Ha momanHsi ckapru: CyO'eKTH NepCcOHAIBHHMX TaHUX MalOTh MPaBO
110J1aBaTH CKApIyl 10 BIANOBIAHUX KOHTPOJIFOIOYMX OPraHiB, SKIIO BOHH BBAKAIOTh, 10
iXHI IpaBa B cdepi 3aXKCTy NEePCOHATLHUX AaHUX MOPYIIEH.

i) Inmi npaBa: Cy0'eKTH NepcoHATbHHUX AaHWX TaKOX MAlOTh iHIII IpaBa,
nepenbdavyeHi 3aKOHOJaBCTBOM TIPO 3aXUCT MEPCOHATBHUX JTaHHX.

6.7. 3acTocyBaHHs NpaB Cy0'€KTiB MEPCOHATBHUX NAHUX 3IMCHIOETHCS LLITXOM
3BepHeHHs 10 Ponpay 3rigHo Cratti 16 3akony Ykpainu “IIpo 3aXHUCT nepcoHATbHUX
naHux’. @oHx 3000B's13aHUN 3a0€3ME€YUTH MOXKIIMBICTH 3MIMCHEHHS LHMX TMpaB Ta
BIZIMOBITHO pearyBaTH Ha 3alMTU CyO0'€KTiB MEPCOHAIBHUX JaHUX y MeXaX BHMOT
3aKOHO/IaBCTBA.

7. MOPAJOK OBPOBJIEHHS NEPCOHAJIBHUX JAHUX

£ OOpoOneHHs! nepcoHaNbHUX JaHUX 3/1IHCHIOETHCS BiJIMOBIIHO 10 BAMOT
3aKOHOJaBCTBA, NPUHIMMIB KOH(DIICHLIHHOCTI Ta O€3MeK: MepCOHAIbHUX NaHUX, a
TaKOXX BUMOT 3arajJlbHOTO pEerjiaMeHTy Mpo 3axXucT nepcoHanbHux nanux (GDPR).
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I IlepconansHi maHi 30MparOThCs Ta OOPOOJSIOTHCS 3TiAHO JI03BOJTY
BCTAHOBIIEHOT popmu (HoaaTok 1).

‘.3 OOpobnieHHs1  mMepcoOHaNILHUX  JaHUX MOXe  3ilCHIOBaTHCS 3
BHKOPUCTAHHSAM aBTOMaTH30BaHUX 3ac00iB, ki BUKOpUCcTOBYEe @oHa (CRM-cuctemu
TOLIO), a TaKOX Oe3 aBTOMAaTH30BaHUX 3aco0iB (30epiraHHs MUCHMOBUX JI03BOJIIB B
odici Toro).

7.4 @oHn 3abe3nevye BHUKOHAHHS HAJNEXKHHUX 3aXOMiB JUIA  3aXHUCTY
NEPCOHANBHUX JAaHUX BiJl HECAHKI[IOHOBAHOTO MOOCTYIy, BHIIAJKOBOrO BTpaTH abo
NOLIKO/DKEHHS, 3HUIIEHHS, 3MIHHU, MOMUpeHHsT a0 He3aKOHHOI 0OpOOKHU MOCTiiHO
OHOBJIIOIOYH Oe3MeKy aBTOMAaTU30BaHUX 3ac00iB 30epiraHHs MePCOHATbHUX JaHUX Ta
Oe3neuHe i 3axuinene micue B odici, apxisi ®oHIy [ HE aBTOMATH30BaHKX 3ac00iB
3ac00iB 30epiraHHs MePCOHATbHUX TaHHX.

1o 3nificHeHHs OOpOOKHM TMepcoHANbHUX MaHWX MOXKe 3iHCHIOBATHCS
donnoM abo 3a HOro JOPYYEHHSIM TPETIMH 0COOaMH Ha IMiJACTaBi yKJIaJeHUX yroza abo
Ha MiICTaBl 3aKOHHUX MiJICTaB, BU3HAYEHUX 3aKOHOIaBCTBOM.

7.6 ®oHp 3abe3nedye 30epiraHHs NEPCOHATBHUX JaHUX (aBTOMATHU30BaHUX
TaK 1 He aBTOMaTH30BaHHX) MPOTATOM MeEPioay, HEOOXIAHOro I JOCATHEHHS e
0OpOOKM 3riTHO yMOB JOTOBOPY peaisalii MpOEKTy, SKIIO iHIIe He MepeadadyeHo
3aKOHO/IaBCTBOM 200 yroJoro 3 Cy0'eKTOM MepCOHATBHUX JaHHX.

7.7  IlpununeHHS 0OpOOIEHHS MEPCOHANLHUX TAHMX MOJXKeE 3/1IHCHIOBATHCS 3a
1HILIaTUBOIO Cy0'€KTa MMEPCOHANIBHUX AaHHX, 33 IMCHMOBHUM 3alIHTOM KOHTPOIFOKYNX
opraHiB abo y pa3i BUKOHaHHS 3aKOHHHUX BUMOT, BU3HAYEHHX 3aKOHOIAaBCTBOM.

7.8 Ilepenaua nepcoHanbHUX JaHUX TPETIM 0coOaM MoOXKe 3IIHCHIOBATHCS
JMIIE y BUIIAKaX, NepedaueHuX 3aKOHOIaBCTBOM, JOTOBOPOM peastizallii MPOeKTyY Ta
BIZIMOBIIHO 10 BUMOTr 3a0e3medyeHHs] KOHQIAESHIIMHOCTI Ta Oe3NMeKH MepCOHaTbHUX
JaHUX.

1.9 @onHa 3000B'A3aHUI 3I1MCHIOBATH peeCTpallifo MporeciB 0OpOOIEeHHS -
NEPCOHAIBHUX JIaHUX, 30KpeMa BEICHHS PEeCTpy OOpOOKH MEepCOHATbHUX NaHUX Ta
IHIIMX HEeOOXiTHUX JJOKYMEHTIB, BiIIOBIHO 10 BUMOT 3aKOHO/IaBCTBA.

7.10 VY pa3i nopyueHHs 0e3neKu nepcoHaIbHUX IaHUX, [0 MOXE IIPH3BECTH
110 HECAHKIIIOHOBAHOTO NOCTYIly, BTPaTH, 3MiHH a00 MOLIKO/DKEHHS TaKUX [IaHHX,
@®onx 3000B's13aHUN TTOBIIOMUTH BiINOBIIHWN KOHTPOJIOIOYHN OpraH Ta Cy0'eKTiB
NepCOHAIbHUX JaHUX BiAMOBIIHO O BUMOT 3aKOHOIABCTBA.

7.11 @onpn 3abe3nedyye HaleXHI yMOBH JUIS 3iHCHEHHS TpaB CyO0'€KTiB
IEPCOHAJILHUX JaHWX, 30KpeMa MpaB Ha JOCTYyN MO0 MEePCOHAIbHUX [aHUX,
BUIIPABJICHHS HENPaBIMBUX a00 HEJOCTOBIPHUX JAHUX, BUJIyUYEHHS JaHUX TOLIO.
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Honarok 1

3I'O/IA Ha 00poOKy nepcoHaJIbLHHX JaHHX (MoKe OyTH iHTerpoBaHa B iHIi
noxkymenTH ®onny, e 6enediniap craBuTh cBiif mianuc Ta npoindopvoBaHuii
npo 30ip AaHuX)

[Tianucyroun ueit noxkyment, 5 HaJ1al0 CBOIO 3rOy

Ha:

1. 36ip, peectpauito, 30epiranHs, BUKOPHCTAHHS Ta iHII (OpPMH 00pOOKH MOIX
NEPCOHAIBHUX JIaHUX, Y TOMY YHCIli 3 BAKOPUCTAHHIM iHPOPMAIIHHIX CUCTEM,

2. MOHITOPHHI, a TaKOXX Ha TpoBejeHHs (oTodikcamil Oyab-aKHX HEOOXiTHHUX
0COOMCTUX JOKYMEHTIB, 110 HaJaHi MHOIO y MarnepoBOMY BHIUIAAI abo y ¢dopmari
¢dboTokomii.

3roga HajaeThcs y TMOBHOMY o00cs3i, 0e3 I0AAaTKOBOrO MHCHMOBOIO
NOBIAOMIIEHHS I OQOPMIICHHS, HAJaHHS Ta MPOBEIEHHS MOHITOPHHIY SKOCTI
OTPUMAHOI JOMOMOTH Ta iHIIUX LJIeH, OB’ I3aHUX i3 OTPHMAHOK IOTIOMOTO0.

Sl TakoX Hajgar 3rofy Ha TMepelaHHs Ta OOpoOKy ycix 0e3 BHHSATKY
NEPCOHAIIBHUX JIaHUX TPETIMU 0COOaMHM IS POBEICHHS EPEBIPKH Ta OLIHKH SKOCTI
OTPUMAHO1 JI0TIOMOTH.

CBoiM mianmucoM s MiATBEPKYIO, IO MEHE IMOBIIOMIIEHO MPO MOI mpasa siK
cy0'ekTa MepCcoHAIbHUX NAHHX, sIKi BU3Ha4YeHi B cT. 8 3akony Ykpaiuu «I[Ipo 3axuct
NEPCOHAIBHUX JaHUX», a TAKOXK MPO MeTy 300py IUX JaHUX Ta OcCi0, SKUM IIi JaHi
nepesaroThCs.

JlaTa: ITigmwmc:
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